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Abstract — The European Union tries to introduce a 

sovereign digital ecosystem centered on the European 

Digital Identity Wallet (EUDI), a user‑controlled instrument 

designed to combine strong technical safeguards—

multi‑factor authentication, zero‑knowledge encryption, 

and secure hardware elements (SE/TEE)—with the legal 

mechanisms such as qualified electronic signatures (QES) 

under eIDAS 2.0. The wallet promises GDPR‑compliant 

local storage of personal identification data and streamlined 

access to cross‑border digital services, while supporting a 

risk‑based hierarchy of Levels of Assurance (LoA) to match 

authentication strength to transaction sensitivity. However, 

the architecture and policy choices that enable these 

benefits also introduce significant security, privacy and 

socio‑economic risks: key compromise and supply‑chain 

vulnerabilities; tensions between device‑centric and 

cloud‑assisted models; potential loss of financial privacy 

with a digital euro; profiling and exclusion of vulnerable 

populations; and data minimization. Successful deployment 

therefore requires not only robust cryptography and 

certified hardware, but also resilient recovery mechanisms, 

interoperable standards, transparent governance, 

independent audits and inclusion policies that balance 

security, convenience and civil liberties.  
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I. INTRODUCTION 

One of the new aspects of the European Union (EU) 

development is its efforts to shape a new digital reality 

based on sovereignty, security and trust. In her 2025 

State of the Union address, European Commission 

President Ursula von der Leyen [1] presented a vision of 

a future in which digital sovereignty, resilience, data 

protection and digital identity come to the fore. These 

principles reflect a reality in which security, privacy and 

accountability would become not just regulatory 

requirements but competitive advantages. 

The proposal for a European Digital Identity Wallet 

(EUDI) [2] aims to ensure security through strong multi-

factor authentication (MFA) [3], zero-disclosure 

encryption and secure hardware elements (SE/TEE) [4] 

in devices. The digital wallet is expected to meet General 

Data Protection Regulation (GDPR) standards [5], 

protecting personal data from fraud and giving users 

control over what information they share. The wallet will 

allow for the safe storage of personal documents, driving 

licenses and bank cards, ensuring secure access to digital 

services across the European Union [6]. At the same 

time, however, architectural and regulatory solutions 

create new attack possibilities and institutional risks that 

require in-depth analysis. 

II. METHODOLOGY 

The study adopts a qualitative, interpretive 
methodology that triangulates legal‑text analysis, 
standards appraisal, and socio‑technical risk assessment to 
interrogate the design and implications of the European 
Digital Identity Wallet. It systematically analyzes primary 
regulatory instruments and technical standards—most 
notably eIDAS 2.0, GDPR, and ISO 18013‑5—treating 
these texts as both normative frameworks and sources of 
technical requirements. Complementing this close 
reading, the paper employs comparative evaluation to 
contrast device‑centric and account‑centric architectures 
(drawing on examples from commercial native wallets) 
and uses a risk‑based analytic lens to map potential threats 
across technical, institutional, and social dimensions—
privacy loss, exclusion, and supply‑chain vulnerabilities 
are foregrounded. Methodological attention is also given 
to normative implications: the work links technical 
assurance levels (LoA) to legal and economic outcomes, 
assessing how different assurance thresholds affect 
accessibility and trust. In conclusion, the paper situates its 
findings within broader policy debates, noting that the 
introduction of a European Digital Identity Wallet is a 
serious step towards digital integration and legal 
digitalization in the EU. 
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III. EUDI AND THE EUROPEAN SOVEREIGN DIGITAL 

ECOSYSTEM  

Undoubtedly, the European Union is striving to invest 

in its own technologies, reduce dependence on external 

suppliers and strengthen control over cloud, hardware 

and information systems. Digital sovereignty is becoming 

not only a condition for security, but also a strategic 

priority on the path to long-term independence. 

Developing domestic capacities in areas such as cloud 

technologies, hardware solutions and digital 

infrastructure would allow Europe to innovate and 

function without external dependencies [7]. 

The European Digital Identity Wallet, currently under 

development, will radically change the way citizens store 

and share personal information [8]. Legal entities also 

will need to adapt to the new system, strengthening data 

protection and strengthening consumer trust. The General 

Data Protection Regulation is becoming increasingly 

stringent, not allowing organizations to limit themselves 

to formal compliance. At its core, the GDPR protects 

citizens’ rights and maintains their trust. Encryption, least 

privilege access and transparent accountability reduce 

risks and demonstrate responsible data management. 

Europe’s digital future depends on whether and to what 

extent systems and organizations can prove themselves 

worthy on a daily basis. But it is built on trust [9]. 

Companies that implement zero trust principles, protect 

data at all stages and build processes that are aligned with 

digital sovereignty will not only meet regulatory 

requirements – they will gain a real competitive 

advantage in the future. The result will be reliable digital 

identity protection, regulatory compliance and confidence 

in the EU’s evolving digital requirements. 

It should be noted that the EUDI wallet is a fully 

European solution, with its core infrastructure and 

identification services meeting the highest European data 

protection and security standards. It will offer legal 

entities strategic assurance that sensitive contract and 

customer data remains in the EU and is not exposed to 

access from third countries [9]. 

IV. DISCUSSION ABOUT THE LEVEL OF ASSURANCE AND 

THE DIGITAL IDENTITY  

As is well known, in the digital world, identity is not a 
binary concept of ‘known/unknown’, but a spectrum of 
assurance. The Level of Assurance (LoA) [10] quantifies 
this assurance, representing the degree of conviction that 
the person claiming a given identity is indeed its true 
owner. This is the foundation of digital trust behind every 
secure transaction and interaction. A higher LoA means a 
more stringent verification and authentication process, 
which reduces the risk of fraud, unauthorized access and 
abuse. Therefore, choosing the right LoA is a critical risk 
management exercise that must balance security, 
convenience and accessibility. Therefore, for low-risk 
actions — such as creating a forum account or changing 
your address — a lower LoA is acceptable, but for high-
risk transactions — accessing financial or medical data, 
large money transfers, signing contracts — a high LoA is 
required [11]. 

The conclusion is that LoA is not an abstract technical 
rating; it is the ‘gateway’ that defines what a user can do 
in the digital world. The LoA, assigned to a digital 
certificate or required by a service, defines the scope of 
transactions, the level of access, and the legal force of 
actions [12]. 

This is why the trust system and the required LoA are 
not only a technical but also an economic and social tool. 
Too high requirements can create a ‘digital fortress’ 
inaccessible to a part of the population, limiting digital 
inclusion. Too low standards lead to fraud, undermine 
trust in the digital economy and lead to so called ‘digital 
death’ [13] of the persons. This tension determines the 
different approaches of the world’s leading economies. A 
system supporting multiple LoA allows for a flexible 
architecture tailored to risk. A certificate with a ‘high’ 
LoA can be used for services requiring a ‘substantial’ or a 
‘low’ LoA, but not vice versa. This hierarchy ensures that 
the level of trust corresponds to the risk. 

In this sense, the European Digital Identity Wallet 
(EUDI) is a central element of the eIDAS 2.0 Regulation 
[2]. It is designed as a secure, user-controlled application, 
provided by each Member State, that allows the storage 
and transmission of personal identification data (PID) [14] 
and electronic attributes (EAA) [15] – such as a driving 
license, diploma or prescription. 

 The abovementioned Regulation requires each 
Member State to provide its citizens with at least one 
wallet. The core architectural component is the Wallet 
Unit, which resides on the user’s personal mobile device 
and relies on a local or remote Wallet Secure 
Cryptographic Device (WSCD) [16] for its security. This 
design inherently ties the wallet’s highest security features 
to the context of a specific device. Although the ARF [17] 
clearly describes the flows for use across devices—for 
example, using a smartphone to scan a QR code to 
authenticate a session on a laptop—this is a model of 
interaction, not synchronization. True synchronization of 
wallet state, including its private keys and credentials, 
across multiple devices is technically complex and creates 
significant security challenges that could conflict with the 
eIDAS principle of ‘single control’ by the user [10]. 

A critical question in wallet architecture is whether 
digital credentials are tied to the user’s device or to their 
account or the tension between device-centric security and 
account-centric user experience. ISO 18013-5 [18] is 
fundamentally device-centric in its security architecture. 
Its primary goal is to prevent credential cloning and 
ensure that credential presentation occurs from the 
authentic device to which the credential was issued. This 
is achieved through strong device affinity, in which the 
credential’s private keys are stored in a secure, tamper-
resistant hardware component of the mobile device, such 
as a Secure Element (SE) or Trusted Execution 
Environment (TEE). During presentation, the device 
performs a cryptographic operation with this key, proving 
that it is the authentic holder of the credential. The 
standard explicitly requires that credentials be stored 
either on the original mobile device or on a server 
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managed by the issuing authority, reinforcing this device-
centric model. 

However, the standard does not explicitly prohibit the 
use of a user account as a management and orchestration 
layer. This has led to the emergence of a hybrid model, 
particularly in the native wallet implementations of the 
companies such as Apple and Google. In this model, the 
cryptographic security anchor remains the physical 
device, but a user-facing cloud account (such as an Apple 
ID or Google Account) serves as the lifecycle 
management anchor. This account layer can facilitate 
user-friendly features, such as the migration of credentials 
to a new, trusted device nearby (in the case of Apple). 

A key architectural question would be how the wallet 
would work across multiple devices. The current 
architecture (ARF) assumes that the EUDI would not be a 
typical cloud service with synchronization. Instead, the 
user would have one primary device — their ‘source of 
trust’. The basic principle in this case would be to have 
one primary wallet, issued by the Member State and 
linked to the primary device. However, this would 
immediately raise the question of how to proceed in cases 
of dual citizens of two EU Member States and whether 
they would be allowed to have two independent wallets. 

This approach would make EUDI not a ‘cloud wallet’ 
but a kind of ‘identity hub’. The primary device is 
required for critical operations. This highlights the need 
for reliable backup and recovery mechanisms, as losing 
the device could temporarily block the digital identity. 

V.  QUALIFIED ELECTRONIC SIGNATURE AND 

CRYPTOGRAPHIC VERIFICATION  

While the authentication process confirms the identity 
of the wallet holder, the digital signature certifies legal 
intent. The highest form in the EU is the qualified 
electronic signature (QES) [19]. According to eIDAS, it 
has the same legal force as a handwritten signature. A 
document signed with a QES cannot be rejected just 
because it is electronic, making QES the ‘gold standard’ 
for transactions. 

It should be borne in mind that it is likely that the next 
development within the EU will be multi-wallet. 
Organizations should support standards such as 
OpenID4VP [20] and ISO 18013-5 to accept attributes 
from different wallets — EUDI, embedded wallets of 
operating systems, and others. At the same time, however, 
users and holders of e-wallets should be educated to trust 
cryptography, not the screen. Ordinary people should 
understand that visual verification of the screen is easy to 
forge and cryptographic verification is necessary. 

VI. EUDI AND THE DIGITAL EURO 

Last but not least, it should be noted that the claims 
related to the EUDI and the introduction of the digital 
euro. The introduction of the EUDI and the digital euro 
carries some significant risks, such as the loss of financial 
privacy. While the cash is anonymous, the digital euro 
could allow for the tracking of absolutely all transactions. 
Another very likely risk would be the profiling of citizens, 

as detailed profiles of purchases, habits and location could 
be used for advertising or control [21]. Not without 
importance is the exclusion of vulnerable groups – such as 
people without smartphones, the elderly or people with 
low digital literacy, who could be excluded from the 
opportunity to benefit from the European digital wallet. 

Next, the role of commercial banks as a kind of 
guarantor in a number of socio-economic processes will 
be undermined. They will also lose their place as an 
intermediary between the central banks of the member 
states and ordinary citizens and legal entities. When more 
payments go through the digital euro, banks would 
certainly lose their place in trade turnover. Also, it is 
possible to initially introduce a certain limit - for example, 
up to 3,000 euros per person - so that the digital euro does 
not turn into a complete investment instrument. 

VII. BULGARIA AND EUDI 

Although no official statistical data are currently 

available, Bulgaria is steadily progressing toward the 

introduction of the European Digital Identity Wallet. 

Expected results from the implementation of the law 

include the deployment of a Bulgarian European Digital 

Identity Wallet, expanded access to electronic services, 

reduced administrative burden, and enhanced security 

and trust in electronic interactions across the EU [22]. 

These expectations align with findings from studies 

conducted across the Union. Research by the European 

Commission specifically examines which potential 

use-cases are considered most attractive by different 

segments of the EU-27 population [23]. The use-cases 

with the highest relative importance are linked to 

healthcare—namely accessing health records and using 

electronic prescriptions—followed by electronically 

signing personal documents and making payments 

through a digital wallet. Use-cases of high relative 

importance are generally consistent between women and 

men, with the exception of accessing important 

documents, which women rate as highly important and 

men as moderately important. More pronounced 

differences appear across age groups: while electronic 

prescriptions are rated as highly important among 

respondents over 50, payment through a digital wallet is 

rated as highly important among respondents aged 18–34 

and 35–49 [23]. 

VIII. CONCLUSION  

The introduction of a European Digital Identity Wallet 
(EUDI) is a serious step towards digital integration and 
legal digitalization in the EU [24]. It combines powerful 
technical mechanisms (MFA, SE/TEE) with the legal 
force of the qualified electronic signature (QES). 
However, the architectural solutions - device orientation, 
federated model, interaction with the digital euro - give 
rise to risks ranging from compromise of keys and 
vulnerabilities in the supply chain to systemic surveillance 
and social exclusion. The conclusion is that success 
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depends not only on cryptography, but also on the quality 
of implementation, transparency, independent audit and 
recovery and inclusion policies. 
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