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Abstract — This article presents the steps and the
possibility of implementing a reduced “Brute force” attack
on a 256-AES encrypted voice stream in a MATLAB
Simulink environment. The focus of the study is not on the
computational power and the impossibility of performing
2256 calculations, but on the selection of the correct
decrypted ciphertext from many candidates. The main idea
is that decryption is performed based on signal processing,
unlike classical cryptanalysis methods. The analog waveform
after decryption and decoding carries information whether
the corresponding decryption is a function of the "correct"
key or not.
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I. INTRODUCTION

The AES (Advances Encryption Standard) block cipher
was designed in 1997 [1] and is one of the most widely used
cryptographic primitives. AES is built on a substitution-
permutation network. It encrypts/decrypts blocks of fixed
length 128 bits and uses three key lengths, each of which
requires a certain number of rounds:

e 128-bit key - 10 rounds;
e 192-bit key - 12 rounds;
e 256-bit key - 14 rounds;

The functionality of the algorithm is presented in
Fig. 1 [2] and includes a function for expanding the key
according to its length and a series of functions.
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AES is subject to many cryptanalysis. A popular attempt
at cryptanalysis of AES whit local collisions is the one
applied to the related key model [3]-[6]. It requires not only
ciphertexts but also a certain number of corresponding
plaintexts, and also has key requirements. From the data
complexity perspective, the “ Meet in the middle” attack
with bicliques, applied to AES [7] is effective, but also has
a key requirements. In [8] is presented biclique
cryptanalysis of full AES. It also requires ciphertexts and a
certain amount of corresponding plaintexts.

From the perspective of the transmitted information,
when transmitting voice streams over wireless networks, a
potential attacker could only obtain the transmitted
ciphertexts.

Therefore, considering the cryptanalysis of voice
streams, it can be concluded that the cryptanalytic
approaches developed so far, requiring ciphertexts and a
certain amount of corresponding plaintexts, are
impractical. They only prove certain structural weaknesses
in the cipher design. A practical cryptanalytic approach
would be one, requires only ciphertexts.

A “Brute force” attack is of no interests to cryptanalysts.
Its application requires solving two main problems:

- to provide the necessary computational resources
to perform the mathematical calculations;

- to design a method that selects the real decryption
from the multitude of such;

To apply a “Brute force” attack on voice streams with
256 bits AES, 22°¢ calculations are required. Now, there
is no technology that could provide them. A technological
breakthrough and implementation in this direction could be
expected in the near future due to the rapid progress of
quantum technologies [9] — [11]. On the other hand, the
secured computing resource cannot ensure the selection of
a real decryption from a multitude of such. In this
publication, the focus will be on the implementation and
analysis of a method for selecting a real plaintext
(decryption) when implementing a “Brute force” attack in
a reduced form.

According to the conceptual design, one of the factors
for the success of a "Brute force" attack is that it is directly
dependent on the output sequences during decryption,
determining the form of the analog signal. Fig.2 and
Fig. 3 present a conceptual model of encoding, encryption
and decryption and decoding of human speech,
respectively. The display in Fig.2 visualizes the data
before signal processing - encoding and encryption, and
the display in Fig.3 - after decoding and decryption. They
represent values along the ordinate in the coordinate
system. The input data is a function of an audio file that
contains a dialogue between two people communicating in
Bulgarian. The process of discretization of the signal
determines its values along the abscissa. The differences
in the values on the two displays, determining the analog
signal, are due to the encoding and decoding functions.
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Fig. 2 Conceptual model of encoding and encryption of audio data

The “Verification” block in Fig. 3 performs the
corresponding function and outputs a result of “0” if the
input data before encryption and after decryption match.
Accordingly, it outputs “1” if there is an error in the
encryption or decryption module.

[ 378 376 37g|
[ 360]] 34| 344
[ 324 328 296
[ 264 264 244
— ol vand [eXgil]
L ofe Blslme beia eew
o decrint
In
0]
Y
Verification
Ly

Fig. 3 Conceptual model of decoding and decryption of audio data

This article is structured as follows - in the “TEST
SETUP” section, the electrical circuit implementing the
reduced “Brute force” attack model in the order of Matlab
2019a — Simulink is described, and in the
“EXPERIMENTAL PART?”, the results of the experiment
are described. In "CONCLUSION?”, the conclusions from
the non-standard method of applying a reduced “Brute
force” attack are described.
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II. TEST SETUP

Many implementations of AES [12], [13], [14], [15]
have been created on different development environments.
They are not suitable for the present study. For the purpose
of the present study, the model should be developed in the
Matlab Simulink environment.

The “Brute force” attack model is in reduced form. The
model is implemented in a Matlab 2019a — Simulink
environment. The computer configuration to be used —
CPUx4 (8Tread), 2.2 GHz each core, RAM 8GB DDR4,
2400MHz, operating system — Windows 10 Professional.

Fig. 4 presents some of the blocks necessary for the
implementation of the attack. The “audio data” block
contains data in the format of integer values generated from
a sound file containing human speech. The “G. 711” codec
encodes the data in the PCM (Pulse Code Modulation) to
A-low format. Encoded data should be converted to binary,
this function is performed by the “Integer to Bit Converter”
block. In binary format, they are fed to the encrypt block,
which encrypts them with 256 bits AES. The software
implementation of the encryption function is presented in
[16]. The “Rand” block generates IV (Initialization Vector)
and keys required for the attack.
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Fig.4 Experimental model of application of Brute Force attack in reduced
form, including the blocks — “audio _data”, “G. 7117, “Integer to Bit
Converter”, “Rand”, “Encrypt”;

The attack will be mitigated by not using all 225 key
combinations in the decryption process, but only six, five
of which are random and one is real. The decryption is
performed in parallel and is presented in fig. 5.
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Fig.5 Experimental model of application of Brute Force attack in reduced
form, including the blocks — “Decrypt”, “Bit to Converter”, “G. 7117,

The “Bit to Integer Converter” blocks convert the data
from binary to integer, after which the “G. 711 codecs
decode them, after which they should be sent to the
selection block. The result is visualized on a display. They
are presented in fig. 6.
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Fig. 6 Experimental model of application of “Brute force” attack in
reduced form, including the “select data” block and display;
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III. EXPERIMENTAL PART

An AES encryption consists of 128 bits, equal to 16
integer values. The focus of the conceptual design is that
the input sequence, before encoding and encryption, and
the output sequence, after decryption and decoding,
represent sixteen analog values along the ordinate in the
coordinate system.

Since they are a function of human speech, they change
smoothly. When decrypted with the wrong key, a sequence
of randomly changing integer values is obtained, shown in
Fig. 7. This property is the basis for implementing a method
for selecting a decrypted sequence with the correct key.
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Fig. 7 Input sequence and output decrypted with the wrong key

The focus when creating a selection algorithm is to look
for dependencies in the output sequences when decrypting
with a "correct" key, which are absent when decrypting
with a "wrong" one. This is done by searching for the
distance between each two adjacent values. When
decrypting with a “correct” key, this distance has certain
limitations. The selection algorithm is logically connected
to a verification method. Their development should be
described in a separate publication.

After conducting multiple experiments with different
input values and key sequences, it can be concluded that
the block performs the function of selecting the correct
decryption.

Fig. 8 visualizes the one input and correctly decrypted
output sequence.
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Fig.8 Input and correctly selected output sequence

One of the results of the conducted experimental
studies, visualizing all six decryptions, is shown in Fig. 9.
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Fig.9 Decrypted output sequences

1V. CONCLUSION

A method for reduced form a “Brute force” attack in
Matlab 2019a - Simulink environment has been
developed. A selecting method the correct decryption
from the set of such has been developed. The method is
not based on standard cryptanalytic approaches, but on
signal processing. The method has been experimentally
studied. The next step in this research is to develop a
method for verification of the selected sequence.
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