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Abstract— Quantum machine learning (QML) has
recently emerged as a promising research direction at the
intersection of artificial intelligence, quantum computing,
and cybersecurity. Among its potential applications,
intrusion detection remains particularly relevant due to the
growing complexity of cyber threats and the increasing need
for adaptive and efficient detection mechanisms. This paper
explores the applicability of lightweight quantum and hybrid
quantum-classical machine learning approaches for
intrusion detection in resource-constrained experimental
settings. The study is designed as a comparative analysis of
selected models, including variational and Kernel-based
quantum techniques, alongside a conventional classical
baseline, in order to evaluate their practical potential for
cybersecurity tasks.
The experimental framework relies on a reduced and
preprocessed cybersecurity dataset and is implemented in a
simulated quantum environment using accessible open-
source tools. The comparison considers standard
performance indicators such as classification effectiveness
and computational efficiency, while also reflecting on
broader dimensions of model suitability for security-oriented
applications. In addition to the technical evaluation, the
paper addresses several ethical considerations associated
with the use of QML in cybersecurity, including limited
transparency, risks related to biased or imbalanced training
data, and the operational implications of incorrect
classifications in intrusion detection scenarios.
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Rather than claiming immediate quantum advantage, the
study aims to provide a realistic and methodologically
grounded perspective on the current role of QML in
cybersecurity research. The expected contribution is twofold
- first, to outline a feasible experimental approach for
evaluating QML methods in intrusion detection and second,
to highlight the importance of combining performance-
oriented assessment with ethical and interpretability-related
considerations when examining emerging intelligent security
solutions.
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I. INTRODUCTION

The increasing complexity of contemporary cyber
threats has intensified the need for adaptive, data-driven,
and computationally efficient intrusion detection
mechanisms. Intrusion Detection Systems (IDS) remain a
central component of cybersecurity architectures because
they support the identification of suspicious, anomalous or
malicious activities within networked environments.
Traditional rule-based IDS approaches are often limited by
their dependence on predefined signatures and their
reduced ability to detect previously unseen attacks. For this
reason, machine learning has become a widely investigated
direction in intrusion detection research, offering the
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possibility to learn patterns from traffic data and to
distinguish between normal and malicious behavior under
different operational conditions. [1] At the same time, the
use of machine learning in network intrusion detection is
not straightforward, since real network environments are
dynamic, imbalanced, noisy, and difficult to represent
through stable training data. [2]

A significant body of research has explored the
application of classical machine learning methods such as
support vector machines, decision trees, random forests,
logistic regression, and neural networks for intrusion
detection. These methods have shown promising results on
benchmark datasets, especially when combined with
appropriate preprocessing, feature selection, and class-
balancing strategies. Public datasets such as NSL-KDD
intrusion detection dataset, derived as an improved
benchmark based on the Knowledge Discovery and Data
Mining Cup 1999 (KDD’99) dataset, and the University of
New South Wales Network Benchmark 2015 (UNSW-
NB15) dataset have played an important role in enabling
comparative IDS research, although they also have well-
known limitations related to representativeness,
redundancy, imbalance, and the gap between benchmark
traffic and real operational environments. [3], [4]
Therefore, IDS evaluation should not rely exclusively on
high aggregate accuracy, but should also consider false
positives, false negatives, feature reduction, computational
cost, and the practical interpretability of the resulting
model.

In parallel with the development of classical machine
learning for cybersecurity, quantum computing has
introduced new possibilities for computational modelling,
optimization, and pattern recognition. Quantum machine
learning (QML) has emerged as an interdisciplinary
research field that investigates how quantum information
processing can be used to enhance or reformulate machine
learning tasks. [5] In particular, quantum kernel methods
and variational quantum algorithms have attracted attention
because they are compatible with the current stage of noisy
intermediate-scale quantum technologies and can be
implemented in simulated or cloud-based quantum
environments. [6], [7] Quantum kernel approaches are
based on the idea of embedding classical data into a
quantum feature space, while variational quantum
classifiers use parameterized quantum circuits trained
through a classical optimization loop. [8], [9]

Despite this growing interest, the practical role of QML
in cybersecurity remains exploratory. Current quantum
hardware is still constrained by noise, limited qubit counts,
circuit depth restrictions, and execution costs. As a result,
many QML experiments are performed in simulated
environments and rely on reduced datasets, a small number
of features, and binary classification settings. These
restrictions do not invalidate QML research, but they
require careful methodological framing. In intrusion
detection, where datasets may contain high-dimensional,
imbalanced, and heterogeneous network traffic records,
lightweight QML evaluation is particularly relevant
because it allows researchers to test whether quantum and

Learning Models for Intrusion Detection

hybrid quantum-classical models can be meaningfully
compared with conventional machine learning baselines
under realistic resource constraints.

This paper addresses this research context by
presenting a lightweight comparative evaluation of selected
quantum and hybrid quantum-classical machine learning
models for intrusion detection. The study is not designed to
claim immediate quantum advantage over established
classical methods. Instead, it aims to provide a realistic and
reproducible experimental perspective on how QML
models can be implemented, evaluated, and interpreted in
a constrained cybersecurity scenario. The proposed
experimental design compares a conventional classical
baseline with quantum and hybrid approaches, such as
quantum kernel-based classification and variational
quantum classification. The comparison focuses not only
on classification effectiveness, but also on computational
efficiency and broader suitability for security-oriented
applications.

The motivation for this approach is twofold. First,
intrusion detection represents a meaningful cybersecurity
use case for testing emerging machine learning paradigms
because it requires the identification of complex patterns in
network data. Second, QML methods are still at an early
stage of practical adoption, which makes small-scale,
reproducible, and critically interpreted experiments more
valuable than overly ambitious claims about quantum
superiority. In this context, a lightweight experimental
setting provides a balanced way to examine both the
potential and the limitations of QML for intrusion
detection. It also allows the research to remain technically
feasible using open-source tools such as Python, scikit-
learn, and Qiskit within a controlled virtualized
environment. [10], [11], [12]

Another important aspect of this study is the inclusion
of ethical and interpretability-related considerations. In
cybersecurity, incorrect classifications may have
operational consequences — false negatives can allow
attacks to remain undetected, while false positives may
overload analysts and reduce trust in the system. These
concerns are especially relevant for models whose internal
decision logic is difficult to interpret. Although QML
models may offer new representational possibilities, their
practical adoption in security contexts requires attention to
transparency, reliability, bias in training data, and the
responsible use of automated decision-support systems.
This perspective is consistent with broader Al risk
management principles, which emphasize trustworthy,
accountable, and context-aware deployment of Al systems.
[13]

The main contribution of this paper is a
methodologically grounded and lightweight comparative
framework for evaluating quantum and hybrid quantum-
classical machine learning models in an intrusion detection
scenario. The authors’ specific contribution consists in
designing and implementing a reproducible experimental
workflow that adapts selected QML models to a reduced
and preprocessed NSL-KDD dataset, compares them with
a classical SVM baseline under the same experimental
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conditions, and evaluates the obtained results through
classification metrics, execution time, error distribution,
and repeated-run stability. From an applied perspective, the
obtained results can be used as a reference for researchers
and security practitioners who need to assess the practical
suitability of QML-based IDS models before extending the
analysis to larger datasets, multiclass attack detection,
noise-aware simulation, or real quantum backends. By
doing so, the study positions QML not as a replacement for
classical intrusion detection methods, but as an emerging
research direction whose practical value must be assessed
through  careful, transparent, and reproducible
experimentation.

The remainder of the paper is structured as follows. The
Materials and Methods section describes the dataset
preparation, preprocessing procedure, experimental
environment, selected models, and evaluation metrics. The
Results and Discussion section presents the comparative
results, including classification performance,
computational efficiency, and interpretation of the
observed model behavior. Finally, the Conclusion
summarizes the main findings, outlines the limitations of
the study, and identifies possible directions for future
research, including larger datasets, multiclass intrusion
detection, noise-aware quantum simulation, and evaluation
on real quantum backends.

II. MATERIALS AND METHODS

The methodology follows a simple but structured
workflow — dataset selection, preprocessing and feature
reduction, model implementation, evaluation, and visual
comparison of the obtained results. A classical machine
learning model is used as a baseline, while two QML-
oriented approaches are included to represent kernel-based
and variational quantum learning. This makes it possible to
compare not only predictive performance, but also the
practical behavior of the models in terms of execution time,
stability, and suitability for intrusion detection scenarios.
The experimental implementation relies on open-source
tools, including Python, scikit-learn, Qiskit, and Qiskit
Machine Learning, which supports the reproducibility of
the study and keeps the technical setup accessible for
further validation. Qiskit provides open-source tools for
developing and executing quantum programs, while Qiskit
Machine Learning includes building blocks such as
quantum kernels and quantum neural networks for
classification and regression tasks. [11]

A. Experimental Design and Dataset

The experiment was designed as a binary classification
task for intrusion detection. Network traffic records were
grouped into two main classes: normal traffic and attack
traffic. This binary formulation was selected to keep the
experiment computationally feasible while still preserving
the central logic of intrusion detection, namely the
distinction between legitimate and potentially malicious
behaviour. Although multiclass intrusion detection can
provide a more detailed view of attack categories, it would
also increase the complexity of the experimental setting
and require a larger feature space, which is less suitable for
a lightweight QML evaluation.
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For the purposes of the study, the NSL-KDD dataset
was selected as the experimental data source. NSL-KDD is
widely used in intrusion detection research and was
introduced as an improved version of the original KDD’99
dataset, addressing some of its known redundancy-related
issues. At the same time, it should not be treated as a perfect
representation of real contemporary network traffic. The
Canadian Institute for Cybersecurity explicitly notes that,
although NSL-KDD remains useful as a benchmark for
comparing intrusion detection methods, it still has
limitations and does not fully reflect modern operational
networks. This makes it appropriate for a controlled
comparative experiment, but not for making broad
deployment claims.

In this study, the dataset is used in a reduced form. The
reduction is not only a practical decision, but also a
methodological requirement. Quantum and hybrid
quantum-classical models executed in simulated
environments are sensitive to the number of input features
and training samples. Therefore, a smaller and balanced
subset of records is used to allow fair execution of all
selected models under the same experimental conditions.
The aim is not to maximize dataset scale, but to establish a
reproducible comparison between a classical baseline, a
quantum kernel-based model, and a variational quantum
classifier.

B. Data Preprocessing and Feature Reduction

Before model training, the dataset undergoes several
preprocessing steps. First, categorical attributes are
transformed into numerical form, since the selected
machine learning models require numerical input. The
class labels are also converted into a binary representation,
where normal records are assigned to one class and attack
records to the other. After that, the data are scaled to avoid
disproportionate influence from features with larger
numeric ranges. This step is especially important for
distance-based and kernel-based models, including support
vector machines and quantum kernel classifiers.

A train-test split is then applied to separate the data used
for model training from the data used for evaluation. The
same split is preserved across all compared models in order
to ensure that the results are directly comparable. Because
the study focuses on lightweight QML experimentation, the
dimensionality of the feature space is reduced before the
models are trained. In the proposed setup, Principal
Component Analysis (PCA) is used to reduce the input
space to four numerical components. This number is small
enough to be compatible with a simulated quantum circuit
and, at the same time, sufficient to preserve a compact
representation of the original traffic patterns.

The choice of four features is also linked to the quantum
model design. In many QML implementations, the number
of input features is closely related to the number of qubits
or to the complexity of the feature map. A high-
dimensional input space would make the experiment
unnecessarily heavy and could obscure the comparative
purpose of the study. For this reason, feature reduction is
treated not as a loss of methodological depth, but as a
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necessary step for aligning the cybersecurity dataset with
the practical constraints of quantum simulation.

C. Compared Models and Experimental Environment

Three models are included in the comparative
evaluation. The first model is a classical Support Vector
Machine, used as a baseline. SVMs are suitable for this role
because they are established supervised learning methods
for classification and are commonly used in benchmark
classification tasks. The scikit-learn documentation
describes support vector machines as supervised methods
applicable to classification, regression, and outlier
detection, with particular usefulness in high-dimensional
spaces. [14]

The second model is a Quantum Support Vector
Classifier. QSVC represents the quantum kernel-based part
of the experiment. Instead of relying only on a classical
kernel function, this approach uses a quantum kernel to
map the input data into a quantum feature space. In Qiskit
Machine Learning, QSVC is implemented as a classifier
that uses a quantum kernel while keeping a familiar fit-and-
predict workflow similar to classical machine learning
models. [15] This makes it suitable for a comparative study,
because it can be positioned close to the classical SVM
baseline while introducing a quantum feature mapping
mechanism.

The third model is a Variational Quantum Classifier.
VQC represents the hybrid quantum-classical part of the
experiment. It uses a parameterized quantum circuit whose
output is interpreted as a classification result, while the
parameters are adjusted through a classical optimization
loop. According to the Qiskit Machine Learning
documentation, VQC is a variational algorithm in which
measured bitstrings are interpreted as classifier outputs.
[16] In this study, the VQC model is included not because
it is expected to outperform the classical baseline, but
because it allows the experiment to examine how a
variational QML approach behaves in a small-scale
intrusion detection setting.

The implementation is carried out in a Kali Linux
virtual machine using Python. Classical preprocessing and
baseline modelling are performed with scikit-learn, while
the quantum and hybrid models are implemented using
Qiskit and Qiskit Machine Learning. Quantum execution is
performed in a simulated environment rather than on real
quantum hardware. This decision keeps the experiment
reproducible and avoids additional variability caused by
hardware noise, queue times, or backend availability.
Qiskit Aer is suitable for this type of setup because it
provides high-performance quantum circuit simulators and
supports execution with or without noise models. [17]

TABLE 1 SUMMARY OF THE EXPERIMENTAL SETUP

Component Description
Task Binary intrusion detection
Dataset Reduced and preprocessed NSL-KDD dataset

Learning Models for Intrusion Detection

Classes Normal traffic and attack traffic

Feature reduction | PCA to four components

Classical baseline | Support Vector Machine

Quantum model Quantum Support Vector Classifier

Hybrid model Variational Quantum Classifier
Environment Kali Linux virtual machine
Main tools Python, scikit-learn, Qiskit, Qiskit Machine

Learning

Execution mode Local quantum simulation

D. Evaluation Metrics

The models are evaluated using standard classification
metrics and simple computational efficiency indicators.
The selected performance metrics are accuracy, precision,
recall, and F1-score. Accuracy provides a general view of
the proportion of correctly classified instances, but it is not
sufficient on its own for intrusion detection tasks. In IDS
scenarios, the cost of different errors is not equal. A false
negative may allow malicious activity to remain
undetected, while a false positive may generate
unnecessary alerts and increase the workload of security
analysts. For this reason, precision, recall, and F1-score are
included to provide a more balanced interpretation of
model behaviour.

In addition to classification performance, training time
and prediction time are measured. This is important
because a model that achieves acceptable accuracy but
requires disproportionate computational resources may be
less suitable for practical intrusion detection. Runtime
indicators are especially relevant in the context of QML,
where simulation overhead can become significant even
when the dataset is small. Therefore, computational
efficiency is treated as part of the comparative evaluation
rather than as a secondary implementation detail.

The results are planned to be presented through a
summary table and several visual elements in the following
section. These include a comparison of classification
metrics, a comparison of execution times, and confusion
matrices for the selected models. This combination of
numerical and visual reporting allows the analysis to move
beyond a single performance value and to discuss the
models in terms of practical suitability, stability, and
limitations. In line with the exploratory nature of the study,
the results will be interpreted cautiously and will not be
used to claim general quantum advantage. Instead, the
experiment is intended to show how lightweight QML
models can be tested, compared, and critically evaluated in
the context of intrusion detection.

III. RESULTS AND DISCUSSION

The results reported in this section should be read as a
compact experimental profile of the evaluated models
rather than as a simple ranking by accuracy. The analysis
therefore considers how each approach performs, how
costly it is to execute, what types of errors it produces and
how consistently it behaves across repeated runs.
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A. Classification Performance of the Compared Models

The first part of the experimental evaluation focuses on
the classification performance of the three selected models:
the classical Support Vector Machine, the Quantum
Support Vector Classifier, and the Variational Quantum
Classifier. All models were trained and tested on the same
reduced and pre-processed NSL-KDD subset, using a
binary classification formulation with two classes: normal
traffic and attack traffic. The dataset was balanced before
training, and the feature space was reduced to four principal
components in order to keep the comparison compatible
with the lightweight quantum simulation setting.

The obtained results are presented in Table 2 and Figure
1. The classical SVM achieved the highest overall
performance, with an accuracy, precision, recall, and F1-
score of 0.9667. The identical values for these four metrics
are the result of a balanced test set and a symmetric
distribution of classification errors across the two classes.
In other words, the model performed almost equally well in
identifying both normal and attack instances.

TABLE 2 CLASSIFICATION PERFORMANCE OF THE EVALUATED MODELS

Model Accuracy Precision Recall F1-score
SVM 0.9667 0.9667 0.9667 0.9667
QsvC 0.9417 0.9649 0.9167 0.9402
vQcC 0.8000 0.8103 0.7833 0.7966

Classification Performance Camparison

Metric
Accurac

nnnnnnn

WM 0S¥C vOe
Model

Figure 1 Classification performance comparison of SVM, QSVC and
vQcC

The QSVC model also produced competitive results,
reaching an accuracy of 0.9417 and an F1-score of 0.9402.
Its precision was slightly higher than its recall, which
suggests that when the model predicted an attack, this
prediction was usually reliable, but it missed a slightly
larger number of attack instances than the SVM. This
behaviour is important in intrusion detection, where recall
has direct practical relevance because undetected attacks
may remain active within a system.

The VQC model achieved lower performance across all
classification metrics, with an accuracy of 0.8000 and an
Fl-score of 0.7966. Although this result is weaker than
those of SVM and QSVC, it does not make the model
irrelevant for the study. Rather, it shows that a hybrid
variational ~— quantum-classical  approach can be
implemented in a lightweight intrusion detection setting,
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but its performance remains more limited and more
sensitive to the constraints of the experimental
configuration.

Overall, the classification results indicate that the
classical SVM remains the strongest model in this
experimental setting. QSVC appears promising from a
predictive perspective, since its results are relatively close
to the SVM baseline. However, the VQC results suggest
that variational quantum models may require more careful
tuning, larger repeated-run validation, or alternative circuit
configurations before they can reach comparable
performance in this type of task.

B. Computational Efficiency

Classification performance alone is not sufficient for
evaluating intrusion detection models, especially when the
task is associated with operational environments where
timely detection is important. For this reason, the second
part of the evaluation examines the computational
efficiency of the three models. The comparison includes
training time, prediction time, and total execution time,
measured during the same experimental run used for the
classification analysis.

The results shown on figure 2 show a clear difference
between the classical and QML-based approaches. The
classical SVM required only 0.0021 seconds for training
and 0.0005 seconds for prediction, resulting in a total
execution time of approximately 0.0026 seconds. This
confirms its practical advantage as a lightweight baseline
model. In contrast, the QSVC model required 224.59
seconds for training and 165.11 seconds for prediction,
reaching a total execution time of 389.70 seconds. The
VQC model required 30.73 seconds for training and 0.3050
seconds for prediction, with a total execution time of 31.03
seconds.

Computational Efficiency Comparisan of the Evaluated Madels

oo 0305

Surt

10 s 102 107 i 107 i
Execution time {seconds. Iog scale)

Figure 2 Computational efficiency comparison based on training,
prediction and total execution time

These results reveal an important contrast between
predictive quality and computational cost. QSVC achieved
classification results relatively close to the SVM baseline,
but this came with a substantial simulation overhead. Its
total execution time was several orders of magnitude higher
than that of the classical model. This difference is
especially relevant for intrusion detection, where a model
that performs well in terms of classification metrics may
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still be difficult to justify if its execution time is too high
for practical use.

The VQC model showed a different profile. It was
clearly slower than the SVM, but considerably faster than
the QSVC in this experiment. At the same time, its
classification performance was weaker. This makes VQC
an interesting but less competitive option in the present
configuration. Its behaviour suggests that the hybrid
quantum-classical approach may be computationally
manageable in a small-scale setting, but further
optimization would be necessary to improve its predictive
performance.

Taken together, the computational results support the
cautious interpretation adopted in this study. The quantum
and hybrid models can be executed and compared in a
lightweight simulated environment, but their practical
value cannot be assessed only through accuracy or Fl1-
score. In the present experiment, the SVM offers the best
balance between performance and execution time, while
QSVC demonstrates stronger predictive potential than
VQC but at a much higher computational cost. This
confirms that, under the current experimental constraints,
the evaluated QML approaches are better understood as
exploratory research models rather than immediately
deployable intrusion detection solutions.

C. Error Distribution and Stability Analysis

To better understand the behaviour of the evaluated
models, the analysis also considered the distribution of
classification errors. This is particularly important in
intrusion detection, where false negatives are more critical
than ordinary classification mistakes, since they indicate
attack instances classified as normal traffic. The confusion
matrices for the three models are presented in Figure 3.

Confusion Matrix Comparison for Intrusion Detectian Models
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Figure 3 Confusion matrices for SVM, QSVC and VQC

The SVM model showed the most balanced error
distribution, with 2 false positives and 2 false negatives.
QSVC produced the same number of false positives, but a
higher number of false negatives, misclassifying 5 attack
samples as normal traffic. This explains its lower recall
compared with SVM. The VQC model produced the
weakest error profile, with 11 false positives and 13 false
negatives, which confirms that its lower overall
performance is not caused by a single isolated metric, but
by a broader decline in classification reliability.

A repeated-run stability analysis was also performed
using three different random seeds. The purpose of this step
was to check whether the results remain consistent when
the data split and sampling conditions change. The stability
comparison based on F1-score is shown in Figure 4.

Learning Models for Intrusion Detection

Reseated-Run Slability Analysis Based an Fl-scare
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Figure 4 Repeated-run stability analysis based on F1-score

The repeated-run results showed that QSVC achieved
the highest mean F1-score across the three executions, with
a mean value of 0.8993 and a standard deviation of 0.0518.
SVM followed with a mean F1-score of 0.8706, but with a
higher standard deviation of 0.0833, indicating stronger
variability across the repeated runs. VQC achieved the
lowest mean Fl-score, 0.8109, although its standard
deviation was comparatively small at 0.0187. These results
suggest that the single-run advantage of SVM should be
interpreted together with the stability results, while QSVC
appears more consistent in this reduced experimental
setting despite its high computational cost.

D. Discussion of Practical Suitability

The results indicate that no model should be evaluated
only through a single metric. The SVM model remains the
most practical solution in the present setup because it
combines high classification performance with extremely
low execution time. Its main advantage is not only its
accuracy, but the balance between predictive quality,
speed, and relatively stable behaviour in the initial run.

QSVC is the most interesting quantum-oriented result.
It achieved classification performance close to the classical
baseline and showed the highest mean Fl-score in the
repeated-run analysis. However, this advantage is limited
by the very high execution time observed during
simulation. In practical intrusion detection, such
computational overhead would be difficult to justify unless
future implementations reduce the cost of quantum kernel
evaluation.

The VQC model demonstrated that a hybrid quantum-
classical classifier can be applied to the selected IDS task,
but its results were less competitive. Its lower accuracy,
higher number of false positives and false negatives, and
weaker Fl-score indicate that this configuration requires
further tuning before it can be considered practically useful.

Overall, the findings support the main assumption of
the study — lightweight QML models can be implemented
and compared in an intrusion detection scenario, but the
results do not demonstrate immediate quantum advantage.
Instead, they show that QML methods are currently more
suitable as exploratory research tools, while classical
models such as SVM remain stronger candidates for
practical deployment under constrained experimental
conditions.
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IV. CONCLUSION

This paper presented a lightweight comparative
evaluation of classical, quantum, and hybrid quantum-
classical machine learning models for intrusion detection.
Using a reduced and pre-processed NSL-KDD dataset, the
study compared SVM, QSVC, and VQC in terms of
classification performance, computational efficiency, error
distribution, and repeated-run stability. The applied value
of the obtained results lies in providing a compact and
reproducible evaluation procedure that helps identify the
trade-offs between classification performance,
computational cost, error behaviour, and stability before
QML-based IDS approaches are considered for more
realistic cybersecurity environments.

The results show that the classical SVM achieved the
best balance between predictive performance and
execution time. QSVC produced competitive classification
results and demonstrated strong potential in the repeated-
run analysis, but its high computational cost in the
simulated environment limits its immediate practical
applicability. VQC was successfully implemented as a
hybrid quantum-classical model, but its performance
remained weaker in the selected experimental
configuration.

In conclusion, the findings do not indicate a clear
quantum advantage in the examined intrusion detection
scenario. Instead, they suggest that QML models should
currently be understood as promising exploratory tools
rather than direct replacements for established classical
methods. Future work may extend this evaluation by using
larger and more recent intrusion detection datasets, testing
multiclass attack classification, exploring alternative
quantum circuits, and comparing simulation-based results
with executions on real quantum backends.
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