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Abstract—Critical infrastructure has become
increasingly vulnerable to complex cyber threats
characteristic of the contemporary hybrid security

environment. The convergence of digital attacks, information
operations, and potential physical disruptions necessitates
integrated risk assessment approaches that capture both
technological and operational dimensions of infrastructure
systems. This study presents an integrated risk assessment
model for cyber threats targeting critical infrastructure,
combining artificial intelligence (AI) techniques with expert
transport-system analysis, with a specific focus on railway
infrastructure as a key component of national security. The
proposed model comprises: (1) an Al-based anomaly
detection module; (2) probabilistic hybrid-threat modeling;
and (3) a transport-logistics resilience assessment.
Simulation results demonstrate higher accuracy in risk
prediction, earlier detection of critical deviations, and more
effective planning of protective measures. The model
supports identifying the most vulnerable infrastructure
elements and developing adaptive response strategies.

Keywords—critical infrastructure, cybersecurity, hybrid
threats, railway systems.

I. INTRODUCTION

Railway infrastructure has maintained strategic
significance in national security for over a century.
Railways remain essential for the movement of people,
goods, and military assets. The increasing deployment of
digital control systems has further elevated the sector’s
importance while expanding its vulnerability to hostile
interference [1], [2].

Critical infrastructure (CI) represents the backbone of
national security, economic security, and social functioning
[3]. Increasing  digitalization, automation, and
interconnectivity have expanded the attack surface of CI
systems [4]. Modern cyberattacks take the form of hybrid
operations that combine cyber intrusions, misinformation,
and physical disruptions, simultaneously leveraging
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vulnerabilities across technological, operational, and
organizational layers. The global railway cybersecurity
market reflects this urgency: valued at USD 8.0 billion in
2024, it is projected to reach USD 16.0 billion by 2033,
growing at a CAGR of 7.98% [5], while concurrent
estimates indicate a compound annual growth rate of
8.62% through 2032 [6].

Railway systems are particularly exposed due to their
reliance on signaling and interlocking systems,
communication  networks, = SCADA-based energy
subsystems, and tightly coupled operational processes [7].
Even short-term disruptions might propagate rapidly,
causing cascading delays, safety risks, and operational
degradation. The consequences go beyond the railway
sector itself, carrying deep implications for national
security and public welfare.

Conventional risk assessment frameworks were built
around single-vector threats; they systematically
underestimate scenarios in which cyber intrusion, physical
sabotage, and disinformation operate in sequence [8], [9],
[10]. Measuring and quantifying cybersecurity
performance is itself a major challenge: as Brotby and
Hinson [11] demonstrate, effective cybersecurity metrics
must be both SMART and PRAGMATIC — specific,
measurable, actionable, and time-dependent — to support
meaningful decision-making. Machine learning methods
can detect deviations in control-system behaviour within
seconds — a response window that manual monitoring
cannot match [12]. Continuous monitoring alone is
insufficient: without automated response logic, anomaly
detection flags events too late for human operators to
intervene before cascading failures propagate [13].
Purpose-built cybersecurity risk assessment software
further supports this by automating risk register
maintenance, quantifying threat impact, and guaranteeing
alignment with frameworks such as NIST CSF and ISO
27001 [14].
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This study introduces an integrated risk assessment
model that incorporates Al-based anomaly detection,
probabilistic hybrid threat modeling, and transport logistics
resilience analysis. The model facilitates vulnerability
identification, prediction of cascading failures, and
improved operational continuity in the context of hybrid
threats.

II. LITERATURE REVIEW ON THE RESEARCH TOPIC

Research on cyber-physical security has expanded
substantially over the past decade, motivated by the
increasing complexity, interconnectivity, and digitalization
of critical infrastructure systems. Foundational surveys
such as Humayed et al. [3] and Flammini [15] emphasize
that modern cyber-physical systems (CPS) exhibit tightly
coupled operational, communication, and control layers, in
which disruptions in one domain rapidly propagate to
others. For sectors such as rail and energy — where a 15-
minute outage can trigger national-level consequences —
this interdependence makes CPS security a first-order
engineering problem, not a compliance exercise.

The shift from isolated intrusions to coordinated hybrid
operations is now well-documented. Early analyses of
industrial cyber incidents — most notably the Stuxnet case
examined by Karnouskos [8] — demonstrated that
cyberattacks can directly cause physical consequences.
More recent studies, such as those by Rass et al. [16] and
Hahn et al. [17], show that adversaries increasingly
combine cyber intrusions, physical sabotage, and
information manipulation to amplify their impact. Hybrid
threat modeling structures, therefore, incorporate
probabilistic reasoning, attack graph analysis, and
scenario-driven simulation to model nonlinear escalation
patterns [9], [18]. The inherent nature of these threats is not
confined to railways but extends across all digitized
transport domains. In the maritime sector, GPS and AIS
spoofing attacks have escalated sharply, with over 1,000
vessels per day reportedly affected by signal interference in
the Persian Gulf and Strait of Hormuz [19]. At the same
time, government-backed actors have targeted port
logistics, classification societies, and ship communications
[20]. In aviation, a pro-Russian hacktivist group, Killnet,
executed a sustained DDoS offensive against
EUROCONTROL in April 2023, disrupting the European
air traffic management agency’s communication systems
and forcing airlines onto backup procedures [21]; earlier,
researchers demonstrated that legacy ACARS and ADS-B
protocols could be exploited to manipulate aircraft
navigation data with few barriers [22]. In the space domain,
the most consequential documented attack occurred on
24 February 2022, one hour before Russia invaded
Ukraine, when Russian GRU actors deployed AcidRain
wiper malware against Viasat’s KA-SAT satellite network,
turning off tens of thousands of modems across Ukraine
and Europe, causing the malfunction of 5,800 wind
turbines in Germany, and disrupting Ukrainian military
command and control [23]. Finally, penetration testing of
public EV charging infrastructure has revealed analogous
vulnerability surfaces — availability disruption, data
manipulation, and authentication bypass [13], [24] —
confirming that cyber-physical vulnerabilities follow

consistent cross-sector patterns across all interconnected
transport and energy systems.

Within the transport domain, railway systems have
become a critical focus area due to their reliance on
signaling, interlocking, communication networks, and
SCADA-based energy subsystems. Yilmaz et al. [7] and
Ghafouri et al. [25] document the growing vulnerability of
railway signaling systems to cyber intrusions, noting that
even short-duration disruptions might trigger cascading
operational failures. Maranco et al. [26] further
demonstrate that intelligent transportation systems are
increasingly exposed to communication interference,
GNSS spoofing, and coordinated cyber-physical attacks.
These data emphasize the need for consolidated security
systems that account for both cyber and operational
dimensions of railway infrastructure. Ibadah, Benavente-
Peces, and Pahl [27] further extend this analysis to on-
board and trackside sensor networks, cataloging protocol-
level vulnerabilities in MVB and CAN communications
and proposing a multi-tiered security architecture for
railway cyber-physical systems. The transition to the
Future Railway Mobile Communication System (FRMCS)
introduces additional identity management and access-
control requirements that further expand the attack surface
of digitalized railway networks, necessitating service-
oriented security architectures aligned with the evolving
FRMCS specification [28].

Artificial intelligence has become a central element of
modern intrusion detection and cyber-physical monitoring.
Machine learning-based anomaly detection techniques —
including SVMs, Recurrent neural networks, autoencoders,
and unsupervised outlier detection — have been shown to
outperform traditional expert systems in detecting subtle
irregularities in CPS behavior [29]. Wang et al. [30] and
Tuaama [12] further demonstrate that deep learning models
can detect temporal and organizational patterns in
industrial control data, enabling earlier detection of
malicious activity. These Al-powered approaches are
increasingly being applied in transport management
systems as part of broader digitalization efforts [31].
Systematic mapping studies further confirm the growing
deployment of Al across offensive and defensive
cybersecurity scenarios — including detection, automated
response, and threat intelligence applications [32].

Resilience research complements cybersecurity studies
by examining how infrastructure systems absorb, adapt to,
and recover from disruptions. Flammini [15] and Z. Wang,
X. Liu [33] highlight that resilience metrics — such as
delay propagation, redundancy, safety margins, and
recovery time — are key for assessing the operational
consequences of cyber incidents. Dimitrov, Zlateva, and
Velev [34] propose a GIS-based hazard classification
framework for transport infrastructure, showing how real-
time information can support resilience-oriented decision-
making. These procedures address the need for resilience
assessment in cyber-physical railway environments.

Quantification remains the weakest link in most
frameworks. Brotby and Hinson [11] are direct on this:
metrics that cannot be expressed as specific, measurable,
time-bound values offer decision-makers no actionable
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guidance. This perspective is consistent with the growing
trend toward integrated, multi-criteria risk evaluation
models that combine anomaly detection, probabilistic
threat modeling, and toughness evaluation. Ali et al. [35]
further confirm the effectiveness of combined ML and DL
frameworks on critical infrastructure datasets, achieving
LSTM accuracy of 99% — results that support the strategic
value of Al-powered approaches adopted in the present
study.

Market patterns reinforce the investment case for
advanced rail cybersecurity. The global rail cybersecurity
market, valued at US$ 7.42 billion in 2023, is projected to
grow at a CAGR of 8.62% through 2032 [6], driven by the
digitalization of signaling, IoT integration, and rising
regulatory pressure. Infrastructure accounted for 62% of
revenues in 2024, underscoring the priority of protecting
rail and control systems [5]. This trajectory confirms that
IRAM'’s quantitative risk assessment capabilities are not
merely technically justified but also economically
necessary for operators seeking to comply with evolving
national and EU cybersecurity obligations.

In the Bulgarian railway sector, the regulatory
framework functions at two interrelated levels. At the
national level, the Cybersecurity Act (promulgated as SG
No. 94/2018; amended as SG No. 17/2026) designates
railway infrastructure managers and undertakings as
operators of vital services and requires them to implement
risk management measures within the national
cybersecurity management system. At the sectoral level,
the Railway Transport Act and Ordinance No. 58 on
Technical Operation, Train Traffic, and Signaling establish
safety requirements that are directly linked to cybersecurity
obligations for signaling, communication, and operational
control systems.

The newly adopted Public Transport Act (in force since
April 2026) [36] further expands the regulatory system by
introducing an integrated national mobility framework,
which includes a unified electronic ticket for rail, metro,
and bus transport. Although intended to enhance
interoperability and passenger convenience, this unified
ticketing infrastructure also constitutes a potential
cyberattack surface, thereby increasing the necessity for
robust protection of payment, identity, and validation
systems.

The transposition of Directive (EU) 2022/2555 (NIS2)
will introduce stricter governance requirements, supply
chain security, vulnerability disclosure, and stepwise
incident reporting—24-hour early notification, 72-hour
detailed reporting, and a final report within one month [37].
GDPR applies to all systems that process passenger data,
including ticketing platforms, video surveillance systems,
and passenger information systems. This multilayered
regulatory environment requires railway operators to
maintain quantifiable, auditable, and methodologically
consistent risk assessment processes. The proposed
Integrated Risk Assessment Model (IRAM) meets these
requirements through the composite S score and the
Resilience Index, providing measurable and time-stamped
results aligned with the national framework [38] and EU
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obligations [37], an approach further supported by the
sector-specific cybersecurity analysis in source [27].

Taken together, the reviewed studies point toward the
same gap: no existing framework simultaneously addresses
anomaly detection, hybrid-threat scoring, and resilience
quantification for railway systems. This paper targets that
specific combination.

Contemporary studies on cyber-physical security of
railway infrastructure converge around three major
thematic domains: (1) Al-based detection, encompassing
machine-learning techniques and anomaly-detection
systems;  (2)  hybrid-threat ~modeling, covering
cyber-physical attacks, probability analysis, and scenario-
driven modeling; and (3) resilience and recovery, focusing
on infrastructure robustness, operational impact, and
recovery strategies. These domains converge into the
central research focus of the present study: integrated
cyber-physical risk assessment for railway infrastructure.

III. MATERIALS AND METHODS

The model is built around three coupled components:
Al-based anomaly detection, probabilistic hybrid-threat
modeling, and transport-logistics resilience assessment.
The three components are deliberately sequenced:
detection identifies the attack, threat modeling estimates its
likely trajectory, and resilience assessment quantifies the
operational damage if containment fails.

A. Al-Based Anomaly Detection Module

The anomaly detection module identifies variations
from normal operational behavior in real time across
signaling, communication, and control systems. It
incorporates supervised and unsupervised machine
learning techniques to detect known and unknown attack
patterns [30]. The system integrates: Support Vector
Machines (SVM); Isolation Forest for unsupervised outlier
detection [29]; LSTM recurrent neural networks for
temporal pattern modeling; and Autoencoders for
reconstruction-based anomaly scoring [39]. Validation of
these detection methods in industrial control system testbed
environments further confirms their applicability to real-
world railway cyber-physical systems [40]. The simulation
dataset is composed of synthetic attack sequences
generated in accordance with MITRE ATT’CK for ICS
(tactics TO800-T0882), calibrated against documented
incident parameters from the ENISA Railway
Cybersecurity report [1] and the UIC Digital
Transformation guidelines [2].
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Fig. 1. Al-based anomaly detection module pipeline — from data
acquisition to anomaly scoring.

B. Probabilistic Hybrid-Threat Modeling

Hybrid threats combine cyber intrusions, physical
disruptions, and information manipulation to produce non-
linear, emergent risks [41]. The Hybrid Risk Score (HRS)
combines the threat probability P(T), the estimated impact
I(T), and a cross-domain amplification factor @ (C, Ph, I)
= 3.39, calibrated from historical incident data [16]. The
module employs Bayesian networks, Markov chains, attack
trees [18], and Monte Carlo simulation across large
scenario sets [42].

C. Transport-Logistics Resilience Assessment

This component evaluates the operational impact of
cyber disruptions on railway performance [25], [43]. The
Resilience Index (RI) measures the ability to maintain
operational continuity under attack. Delay propagation is
modeled as a network diffusion process with coefficient A
= 0.68 for interlocking-dense segments [26]. The
framework quantifies capacity utilization, delay
propagation, redundancy, safety margins, and recovery
time [33].

Signalling Eammeeend  Traffic Control
Communication
(central vulnerability)

Energy Supply Eammeemsd Rolling Stock

Fig. 2. Structural representation of subsystem interdependencies within
railway infrastructure.

IV. RESULTS AND DISCUSSION

A. Al-Based Detection Performance

The results presented in this section were obtained from
an Al-driven simulation using input parameters derived
from MITRE ATT’CK for ICS synthetic attack sequences
and domain-specific railway infrastructure parameters
sourced from the ENISA Railway Cybersecurity report [1]
and UIC guidelines [2]. The model has not been tested in a
live operational environment; all quantitative outputs
represent simulation results generated by calibrating the
IRAM against documented incidents and validated
benchmarks from prior research. This approach follows
established practice in cyber-physical risk modeling, where
direct real-world experimentation on safety-critical
infrastructure is neither feasible nor permissible [40]. The
Al-based anomaly detection module, fed with historical
signaling anomaly profiles and synthetic attack sequences
derived from the literature, produced the following
simulation outputs: 94.2% overall detection accuracy, 87%
reduction in false negatives versus rule-based baseline
systems [39], and 0.8—1.2 s earlier detection of signaling
anomalies compared to threshold-based methods. These
figures are consistent with Ali et al. [35], who demonstrated
LSTM and SVM accuracies of 99% and 98%, respectively,
on cybersecurity benchmark datasets, confirming that Al-
based detection is operationally superior to rule-based
approaches. Testbed-based evaluations under controlled
ICS conditions further corroborate these simulation results
[40].

100 4 94.2%
87%
80
S
s 60 1
=
2
4{) -
20 A
~1s
N -
Detection False-Neg. Early Detect.
Accuracy Reduction (x10 s)
Fig. 3. Performance metrics — detection accuracy, false negative

reduction, and detection speed.

Within the simulation framework, LSTM temporal
networks and autoencoders exhibited superior performance
in detecting timing manipulation, spoofed commands, and
unauthorized configuration changes, which are attack
patterns derived from historical incident records used as
model input. These capabilities are particularly relevant to
intelligent rail management systems [44], where the
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complexity of automated control introduces additional
surfaces of vulnerability that necessitate continuous Al-
driven monitoring. These figures reflect simulation outputs
calibrated against documented incidents, not field
measurements. Real deployments will differ — legacy
signaling architectures and attacker capability vary
considerably across European rail operators.

B. Hybrid-Threat Scenario Analysis

Monte Carlo-based scenario analysis was conducted
using input parameters calibrated from documented hybrid-
threat incidents in the railway sector and adjacent critical
infrastructure domains. Three representative scenarios
were simulated across 10,000 iterations to produce
statistically robust risk estimates: (1)Isolated cyber
intrusion: HRS = 2.3 (moderate risk); (2) Combined cyber-
physical attack: HRS=5.1 (high risk); (3) Full hybrid
operation: HRS =7.8 (critical risk). The simulation results
indicate that a full-hybrid operation generates systemic risk
that is 3.3 times greater than that of an isolated cyber
intrusion. The non-linear amplification factor ® =3.39 —
derived from calibration against historical multi-vector
attack data — confirms that adversaries consistently
leverage combined approaches, consistent with hybrid
threat models documented in the scientific literature [16].
These are model outputs. An operator deploying IRAM in
a specific network would need to recalibrate ® against their
own incident history and threat intelligence feeds.

A documented real-world case that directly validates
the hybrid-threat scenario analysis above is the January
2022 cyberattack on Belarusian Railways (Belarusian
Railways / Benapycbkas ubirynka), carried out by the
hacktivist group Belarusian Cyber-Partisans [45]. The
group encrypted the servers, databases, and workstations of
the state-owned rail operator, disrupting ticket sales and
online services, while explicitly refraining from targeting
safety-critical automation and signaling systems to avoid
endangering passengers [46]. The stated objective was to
obstruct the movement of Russian troops through
Belarusian territory in the context of the imminent invasion
of Ukraine — making this the first publicly documented
instance of politically motivated ransomware used to
interfere with military logistics via civilian railway
infrastructure [45], [46]. The attack confirms that railway
IT systems constitute a viable entry point for hybrid
operations that combine cyber disruption with geopolitical
objectives, precisely the scenario captured by the combined
cyber-physical attack (HRS=5.1) in the present model.
Notably, the attackers' deliberate exclusion of safety
systems underscores the asymmetric nature of railway
cyber threats: adversaries can calibrate their impact to
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avoid triggering safety responses, thereby prolonging
operational disruption while remaining below the threshold
for a declared safety incident.
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Fig. 4. Comparison of hybrid-threat risk scores across three attack
scenarios.

C. Cascading Failure Propagation

Cascading failure propagation was modeled using a
network diffusion approach, with input parameters derived
from documented railway disruption timelines and
operational performance data from the scientific literature.
The simulation produced the following projected timeline
for a successful cyber intrusion: initial signaling errors
propagate to routing conflicts within 5—12 s; delay cascades
emerge within 40-90s; network-wide collapse occurs
within 3-7min in critical scenarios. The propagation
coefficient A =0.68 — calibrated against historical cascade
data — indicates that each affected node transmits 68% of
accumulated delay to adjacent nodes within one time step.
Based on these simulation parameters, the model projects
that human operators cannot reliably respond within the
critical 15s window following the onset of the initial
anomaly, reinforcing the operational case for automated
Al-driven detection. Field validation against real disruption
logs would be required before these timelines could be used
for staffing or response planning.
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Fig. 5. Timeline of cascading failure propagation from initial intrusion
to network collapse.

The simulated temporal propagation of cascading
failures — as modeled by the IRAM using historical input
data — begins with the onset of Al-detected anomalies and
culminates in projected full operational collapse under an
unmitigated hybrid-attack scenario.

D. Resilience Assessment

The Resilience Index (RI) was computed for three
simulated attack conditions using input parameters drawn
from historical incident reports and validated infrastructure
performance benchmarks. Simulation results project the
following degradation profile under attack: RI drops from
1.0 (baseline) to 0.71-0.79; capacity utilization decreases
by 18-32%; delay propagation increases 45—70%; safety
margins are reduced by up to 22%; and recovery time
increases from 4 min to 11-17 min — a projected increase
of up to 260%. These simulated degradation patterns
closely mirror the disaster-impact phases defined in the
infrastructure monitoring framework of Dimitrov, Zlateva,
and Velev [34], providing cross-validation of the
simulation outputs against independently published
infrastructure resilience models. The RI values reported
here are model projections based on simulated inputs;
actual resilience outcomes in a deployed railway system
would depend on specific network topology, redundancy
configurations, and operator response capabilities.

. 295
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mmm Under Attack
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Util. Prop.

Safety Recovery
Margin Time

Fig. 6. Resilience indicator degradation — baseline vs. hybrid-attack
conditions.

E. Comparative Analysis

TableI compares the proposed IRAM with
representative prior frameworks identified in the literature
review. The evaluation considers four dimensions pertinent
to railway cyber-physical security. The performance
indicators reported for the proposed model (94.2%
detection accuracy, ®=3.39, RI range) are simulation
outputs generated by the Al-driven model using historical
data as input, rather than results from a deployed system
evaluation. The comparison confirms that IRAM is the
only framework among the eight reviewed that
concurrently addresses all four critical dimensions: Al-
based detection, hybrid threat modeling, railway domain
specificity, and quantitative resilience measurement.
Rahman et al. [10] cover hybrid threats but lack railway
specificity and a resilience index; Ibadah et al. [27] address
railway systems but omit quantitative
measurement; Dosunmu and Ogundele [42] integrate Al

resilience

detection with hybrid threat modeling yet do not target
railway infrastructure nor provide an RI metric.
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TABLE I. COMPARISON OF PROPOSED MODEL WITH SELECTED PRIOR

WORK
Hybrid . .
Study Al Detect. Threats Railway = RI Metric
Humayed et Partial No No No
al. [3]
Ghafouri et .
al. [25] No Partial Yes No
Rass et al.
[16] No Yes No No
Ali et al. o
35] Yes (99%) No No No
Rahman et .
al. [10] Partial Yes No No
Ibadah et .
al. [27] No Partial Yes No
Dosunmu
& Yes Yes No No
Ogundele
[42]
Yes —
LSTM,
SVM, Yes
Proposed Isolation (®=3.39) Yes Yes (RI)
Forest,
Autoencoder
(94.2%)
V. INTEGRATED ARCHITECTURE
The integrated architecture combines the three

simulation components into a unified decision-support
framework. The overall risk score S is computed as a
weighted combination of the anomaly score A(x), the
Hybrid Risk Score HRS, and the resilience deficit (1 — RI),
with weights 0.35, 0.40, and 0.25, respectively, calibrated
against the relative operational priority of each dimension
in a railway CI context. In the Al-driven simulation,
anomaly detection provides early warning signals derived
from historical attack pattern libraries; scenario modeling
estimates likelihood and impact through Monte Carlo
simulation over historical input distributions [41]; and
resilience evaluation quantifies projected operational
consequences  using  infrastructure  performance
benchmarks from the literature.

The architecture is designed to satisfy the
SMART-PRAGMATIC cybersecurity metrics
requirements [11]: each module produces specific,
measurable, actionable, and time-dependent outputs from
the simulation. Digital management models studied by
Dimitrov and Manchev [31] provide the operational data
layer feeding into the scenario modeling module. The
simulation framework supports three operational modes:
(1) continuous background monitoring — where the Al
model processes real-time or historical input streams;
(2) on-demand hybrid-threat scenario assessment; and
(3) post-incident resilience analysis for recovery planning.
The current model represents a validated simulation
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prototype. Operational deployment would require
integration with live data streams, system-specific
calibration, and formal certification in accordance with
sectoral standards such as IEC 62443 and CLC/TS 50701,
as well as alignment with the national requirements set out
in the Bulgarian Cybersecurity Act [38].

Al Scenario

Resilience

Detection Modelling Eval.

Decision Support System

Actionable Insights

Fig. 7. Integrated IRAM architecture
modeling, resilience, and decision support.

encompassing  detection,

VI. CONCLUSIONS

The study introduces an Integrated Risk Assessment
Model (IRAM) that unifies Al-based anomaly detection,
hybrid-threat modeling, and resilience analysis into a single
composite score S. Simulation results demonstrate 94.2%
detection accuracy, an 87% reduction in false negatives,
a hybrid-threat amplification factor of @ = 3.39, and a
Resilience Index decline to 0.71-0.79. None of the eight
frameworks reviewed in Table I simultaneously covers all
four dimensions — a gap that has practical consequences
for operators required to demonstrate quantified resilience
under NIS2.

The amplification factor @ = 3.39 is the most
operationally significant result: it means a combined cyber-
physical attack carries roughly 3.4 times the risk of an
equivalent isolated intrusion. This is not a marginal
difference — it changes the category of response required.
Automated detection within the 15-second anomaly
window is therefore not a desirable feature but a functional
requirement. The RI drop to 0.71-0.79 under attack
conditions translates to a recovery time increase of up to
260% — from 4 minutes to 11-17 minutes. For a busy
passenger corridor, that window determines whether a
delay becomes a disruption or a crisis.

Three extensions are planned: adaptation of IRAM to
metro and port logistics contexts, integration with live
SCADA data streams from a Bulgarian railway pilot, and
an automated response layer using transfer learning to
reduce recalibration time when threat patterns shift [47].

The escalation dynamics documented here suggest that
NIS2 minimum standards, while necessary, are not
sufficient for high-density rail networks. Regulators would
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strengthen compliance frameworks by adding a
quantitative resilience floor — an RI threshold below
which an operator cannot be certified as operationally
secure [37].
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