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Abstract—This paper presents the development of an
integrated simulation model for maritime cybersecurity
training, based on a comparative analysis of existing training
platforms. For the purposes of the study, leading
international and industrial solutions were evaluated,
including Cyber-SHIP Lab, Naval Cyber Range, CDeX
Maritime Cybersecurity Scenario, SeaSAFER, K-Sim, and
NavSim. Through the applied comparative approach, the
advantages and limitations of standalone physical and virtual
training environments were identified. Based on these
findings, a new, integrated hybrid model was designed that
conceptually combines real ship bridge infrastructure with
dynamic virtual cyberattack scenarios. It is concluded that
the proposed architecture improves trainee preparation by
simultaneously developing technical competencies, analytical
thinking, and crew coordination in managing cyber incidents
at sea.

Keywords— comparative analysis, hybrid simulators,
integrated model, maritime cybersecurity, simulation training.

I. INTRODUCTION

Simulation technologies play a central role in the
training of maritime professionals due to the increasing
digitization and automation of the maritime industry. They
provide a realistic learning environment in which trainees
can practice various skills without risk to life and crew. The
evolution of these technologies - from classical bridge
simulators to modern platforms with augmented reality
(Augmented Reality/Virtual Reality) elements - reflects the
dynamic changes in maritime education and the need to
update teaching approaches.

In recent years, maritime simulations have evolved to
include environments focused on cybersecurity. This
development is due to the growing reliance of modern ships
on interconnected digital systems, including navigation,
communication, and control technologies. While these
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systems improve operational efficiency, they also create
vulnerabilities that can be exploited through cyberattacks.
As a result, simulation-based training is used increasingly
to support the development of competencies related to
navigation, engineering, cybersecurity = awareness,
decision-making, and coordinated response in critical
situations.

Simulation-based training is aligned with the principles
of experiential learning [1], enabling the acquisition of
practical skills through active engagement, analysis of
outcomes, and application of knowledge in realistic
contexts. Maritime simulators are widely used for
developing competencies such as vessel navigation,
compliance with international regulations, engine room
management, and emergency response [2]. The importance
of such training is emphasized by the International
Maritime Organization (IMO), which highlights the role of
human factors and the need to learn from past incidents in
order to improve safety practices.

Traditional full-mission simulators have been
established as effective tools for procedural training and
standards compliance, particularly within the framework of
the International Convention on Standards of Training,
Certification and Watchkeeping for Seafarers (STCW) [3].
At the same time, emerging technologies based on virtual,
augmented, and mixed reality are integrated into training
environments, offering enhanced realism and user
engagement [2]. A master’s program in “Simulation
Engineering” with a specialization in “Maritime
Simulators” has been developed at the Nikola Vaptsarov
Naval Academy in Varna, Bulgaria [4], reflecting the
growing recognition of the importance of these
technologies in the training of maritime specialists. These
developments indicate a shift toward more immersive and
adaptive maritime training environments.
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Maritime cybersecurity has become a critical
component of overall maritime safety. Effective training in
this domain requires simulation platforms capable of
integrating realistic operational conditions with dynamic
cyber threat scenarios. Existing research demonstrates a
variety of approaches to simulation-based training and
system evaluation.

The main aim of the paper is to analyze and evaluate
existing maritime simulation platforms from both
technological and educational perspectives, and to propose
an integrated hybrid model for maritime cybersecurity
training.

II.  MATERIALS AND METHODS

In order to evaluate current approaches to maritime
cybersecurity training, a structured methodological
framework is applied. The study is based on a comparative
analysis of selected simulation platforms, using defined
criteria that address both technological capabilities and
educational effectiveness. The findings serve as the basis
for the development of an integrated hybrid simulation
model.

Comparative analyses have been applied in different
maritime contexts. Time-domain simulations have been
evaluated against experimental models in studies related to
ship stability [5]. In the field of autonomous systems,
hardware-in-the-loop simulations have been used to assess
detection methods, demonstrating improved performance
in integrated sensor approaches [6]. Augmented reality
applications have been shown to enhance training
effectiveness and user engagement, although limitations
remain in representing complex technical interactions [7].
Similarly, virtual and immersive simulation environments
contribute to the safe development of practical skills while
maintaining a high level of interactivity [8].

Further studies have confirmed the reliability of
simulation platforms through comparisons with real-world
measurements [9]. In educational settings, the use of
advanced simulators has been associated with improved
decision-making, faster response times, and enhanced
overall performance of trainees [10].

Despite these contributions, limited research has been
identified that provides a comprehensive comparative
analysis of simulation platforms specifically focused on
maritime cybersecurity training. In particular, the
integration of physical and virtual simulation environments
within a unified training framework remains limited. This
gap highlights the need for approaches that combine
technological realism with structured pedagogical models
for cybersecurity competence development.

A variety of maritime simulation solutions are offered
by both industry and academia. Some focus on traditional
tasks (navigation, engine room), while others are
specifically focused on cybersecurity. In the field of
maritime cybersecurity, significant progress has been made
in the development of specialized simulators and training
platforms. Shipping relies more and more on digitalized
systems such as Electronic Chart Display and Information

Analysis Approach

System (ECDIS), AIS/GPS receivers, automated engine
rooms, and communication networks. These systems are
becoming more connected to the Internet via satellite and
4G/5G networks, making them vulnerable to cyberattacks.
Breaches of electronic navigation systems or malware
infections can lead to course deviation, loss of connectivity,
accidents, and other consequences. To address these issues,
a requirement was introduced in 2021 by the International
Maritime Organization (IMO) (MSC.428(98)), mandating
that cyber risks be included in safety management (ISM
Code) [11].

An example of a modern maritime cybersecurity
training facility is the Cyber-SHIP Lab at the University of
Plymouth, United Kingdom, where the bridge and related
ship systems of a modern vessel have been physically
replicated. In this controlled laboratory environment, cyber
vulnerabilities, exploits, and the operational consequences
of attacks are studied by researchers and students [11]. The
equipment includes ECDIS, AIS (Automatic Identification
System), VDR (Virtual Data Recorder), radars, and
communication devices, through which a realistic
environment is provided for simulating and analyzing
cyberattacks, as well as for developing practical tools and
training programs for seafarers [11].

Similarly, a modular cyber range - the Naval Cyber
Range - has been developed by the French Naval Academy
(Ecole Navale), replicating the IT/OT infrastructure of a
medium-sized passenger ship (PLC (Programmable Logic
Controller) controllers, AIS, GPS, radar, VDR, etc.) [12].
Training scenarios include phishing and malware attacks,
as well as direct manipulation of navigation data. The
platform is used as a realistic training tool for both naval
personnel training and research [13].

Another such platform is the CDeX Maritime
Cybersecurity Scenario, a joint project between CDeX,
Shipadvisors, and the Maritime Academy Antwerp [14].
Participants are placed in a simulation of a 150-meter
tanker (MV Vigilant Sailor), where leadership roles are
assumed and a variety of cyberattacks are encountered,
including fake emails, infected updates, and ECDIS
sabotage through GPS jamming, AIS spoofing, and data
modification (speed, depth, etc.) [15]. Through this type of
training, skills for recognizing cyber threats, rapid
response, and recovery under realistic conditions are
developed.

The K-Sim system is offered by Kongsberg Maritime
and includes full-scale bridge, engine, and environmental
simulators. These products are used in universities,
maritime academies, navies, coast guards, and shipping
companies worldwide [16]. Similarly, NavSim products by
Wirtsila are widely used; their navigation simulators
support training in both educational environments and
VR/AR settings, as well as distributed (online) platforms
compliant with international standards [17].

SeaSAFER, developed under the leadership of the
Lithuanian Maritime Academy, is an online training
platform in which real reports of maritime incidents and
accidents are transformed into simulated scenarios. The
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main advantages of the platform include ease of access,
lower costs compared to traditional simulators, and the
possibility of certification recognized in partner countries
and across Europe [18].

The development of maritime simulation technologies
demonstrates a clear trend toward the integration of
cybersecurity as an essential element of maritime safety
and professional training. With the increasing digitalization
of ship systems, the likelihood of cyberattacks is also
increasing. A variety of approaches to achieving the
common goal of improving awareness and preparedness of
maritime personnel for responding to cyber incidents are
demonstrated by platforms such as Cyber-SHIP Lab, Naval
Cyber Range, and the CDeX Maritime Cybersecurity
Scenario, as well as by industrial solutions such as K-Sim,

A. Comparison of maritime cybersecurity

NavSim, and SeaSAFER. Each platform offers a different
level of technical complexity and applicability within a
training context.

Based on these considerations, a comparative analysis
of existing simulation platforms is necessary to assess their
technical characteristics and educational value in maritime
cybersecurity training. This analysis supports the
identification of effective approaches and provides the
basis for the proposed integrated hybrid simulation model,
which combines physical and virtual environments to
enhance training effectiveness.

III. RESULTS AND DISCUSSION

training
platforms and simulators

TABLE 1. COMPARATIVE ANALYSIS OF MARITIME CYBERSECURITY TRAINING PLATFORMS AND SIMULATORS

Platform| Cyber-SHIP Lab Naval Cyber CDeX Maritime SeaSAFER NavSim / K-Sim
Range Cybersecurity (industry)
Scenario
Criteria
Type Physical hardware Modular cyber | Software service in | Online training [Commercial simulators
laboratory/navigation range a cyber range based platform (hardware and cloud-
simulator “ship on scenarios based)
bridge”
Realism of the |Physical systems, real Real IT/OT Realistic scenarios |Cases in a virtual| Navigation simulators,

a “ship bridge”,
modern equipment

flexible cyber range
suitable for testing
multiple attacks

with a variety of
attacks, suitable for
practical training

access,
certification
opportunity

simulation devices infrastructure, PLC environment “ship bridge” and
environment others, cloud-based
options and augmented
reality
Types of attacks /| GPS/AIS spoofing, Wide range of Phishing, infected Case study Navigation and
scope ECDIS compromise, IT/OT: PLC, updates, GPS scenarios based | operational scenarios;
malware, PLC tests networks, jamming, AIS  [on real incidents possibilities for
navigation spoofing integrating
cybersecurity-related
scenarios
Pedagogical Practical exercises, | Practical exercises, Role-playing Case-based Combined learning
approach research in a research in a training, operational learning platforms - courses,
controlled controlled team exercises practical exercises,
environment environment access to a cloud
environment
Target audience |Researchers, students, [Military and civilian| Maritime crews, Maritime Universities, maritime
maritime specialists | personnel, cyber ship operators, personnel, academies, shipping
specialists researchers trainees companies, maritime
crews, maritime
personnel, researchers
Positive aspects (Realistic simulation off  Modular and Realistic scenarios | Low cost, easy | Large-scale solutions,

global distribution,
support for virtual and
learning environments
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The following criteria are selected for the comparative
analysis of the selected platforms:

e Type - allows technology to be classified
according to the degree of physical
implementation and infrastructure resources,
which is important for assessing its applicability
in an educational environment.

e Realism of the simulation environment - in
cybersecurity training, the realism of the
simulation environment helps students acquire
skills that are as close as possible to the real
working environment.

e  Types of attacks/scope - show how up to date the
system is, whether it covers current threats, and
what competencies it can develop in learners.

e Pedagogical approach - to be applied in
educational programs, the system must include
specific learning formats (scenarios, role-playing
games, practical exercises) that develop both
technical skills and place learners in realistic
decision-making situations.

e Target audience - determines who the platform is
intended for - students, crews, engineers, officers,
etc.

e  Positive aspects - highlight the main strengths that
make a system effective for training.

The selected criteria combine technical, pedagogical,
and applied aspects, which allows for an assessment of the
role of simulation technologies in maritime cybersecurity
training.

Based on the selected criteria, a comparative analysis of
the platforms is presented in Table 1. It shows that maritime
cybersecurity training is developing in the direction of
combining ship bridge simulators with simulated attacks in
a virtual environment. Platforms such as Cyber-SHIP Lab
and Naval Cyber Range offer a high level of simulation
fidelity through real physical or hybrid infrastructure
(IT/OT systems, PLC, navigation equipment), making
them suitable for training specialists and conducting
experimental research. At the same time, CDeX and
SeaSAFER demonstrate a flexible pedagogical model
focused on scenario- and role-based training, accessible
online and with a lower cost for building the infrastructure
itself.

Industrial simulators such as K-Sim offer a high degree
of realism in the maritime operating environment,
combining traditional bridge training with elements of
cybersecurity. This makes them a valuable tool for
maritime academies and shipping companies seeking
compatibility between classic navigation skills and cyber
defense on board.

The analysis shows that training effectiveness increases
when simulation environments combine a high degree of
realism, scenario-based training, and the ability to reflect
real incidents. In terms of target groups, the platforms cover
a wide spectrum - from cadets and crews to researchers and
military specialists - highlighting the versatility and
applicability of the simulation approach in maritime
cybersecurity. It can be concluded that a combined model
integrating physical and virtual simulations would be
highly effective for training purposes, as it supports both
technical competence and the development of analytical
thinking, which are essential for responding to cyber
incidents in the maritime industry.

B. Design of an integrated simulator for maritime
cybersecurity training

The proposed integrated simulation model (Fig. 1)
includes the main components and interrelationships in the
maritime cybersecurity training system and enables work
in a hybrid environment. It includes physical infrastructure,
virtual environment, communication modules and modules
for evaluation and feedback. The aim of the diagram is to
present the integration of physical and virtual components,
to show the flow of information and interactions between
the system and trainees, and to demonstrate how simulation
develops technical and operational skills for recognizing,
responding to, and controlling cyber threats in a safe and
controlled environment.

The physical environment contains bridge, engine
room, IT/OT systems, navigation and communication
systems. Based on this, students can develop competencies
in technical skills, critical thinking, physical feedback, and
muscle memory. The results of the student’s actions are
assessed and analyzed by a module for the assessment and
analysis of physical competencies.

The virtual environment contains cyber range,
scenarios, simulated attacks, VR/AR. Based on this,
students can acquire the skills to detect and analyze threats,
classify incidents, and work with cybersecurity software.
The results of the students’ actions are assessed and
analyzed by a module designed to evaluate and analyze the
skills acquired in a virtual environment.

Trainees from different environments can exchange
information in a virtual environment. They can compare
data from the compromised system with that from the
physical system to identify the source of a malfunction on
the ship, which may be mechanical or due to external
interference.

Cross-validation in physical and virtual learning
environments is a process of mutual verification and
confirmation of the knowledge and skills gained in both
environments. The knowledge gained through virtual
simulations is applied and tested in the physical
environment, and the results from practical tests are then
compared with the virtual models. This two-way
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assessment determines how effective the skills are,
identifies discrepancies, and allows for adjustments,
leading to a more secure, accurate, and lasting retention of
knowledge.

The assessment of competencies in a hybrid
environment includes team communication between
participants, real-time risk assessment, prioritization of
crew actions, and working under critical conditions.
Competency assessment can be performed automatically or

Physical environment
(bridge, IT/OT systems,
radars, AIS, ECDIS)

by the instructor. The calculated grade for automated
competency assessment includes:

e Trainees response time upon detecting a
vulnerability.

e Accuracy of the sequence of actions taken to
prevent the incident.

e  Condition of the ship’s physical parameters during
and after the cyberattack.

Virtual environment (cyber
range, scenarios, simulated
attacks, VR/AR)

Communication
1n virtual

Assessment of
competencies in
physical environment

environment

l

Assessment of
competencies in virtual
environment

Cross-verification
- Identifying the source of
damage to the ship -
mechanical failure or external
interference

l

Assessment of competencies
and analysis

Summary of the assessment
and analysis

Communication and feedback
with the trainees

Fig. 1. Integrated model of a simulator for maritime cybersecurity training

The instructor observes the trainee’s actions and
conducts a post-session review of:

e Communication during the attack.

e The effectiveness of decision-making during the
process of preventing the attack.

e  Analysis of the mistakes made by the trainees.

The results of the assessment of competencies in the
physical environment, the virtual environment, and
communication in the virtual environment are summarized
and analyzed. This allows for tracking of trainees progress,
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identification of their strengths and areas for improvement,
and the implementation of appropriate measures to enhance
the effectiveness of the training process. Timely and
constructive feedback is also provided to students, which
supports their development and improvement.

The proposed integrated hybrid simulation model
provides a comprehensive and effective framework for the
development, assessment, and continuous improvement of
maritime cybersecurity competencies within a realistic and
controlled training environment.



Ekaterina Dyankova, et al. An Integrated Simulation Model for Maritime Cybersecurity: A Comparative Research

IV. CONCLUSIONS

As part of organizational risk management processes,
staff training is essential. The goal is to ensure that all
employees acquire the knowledge and skills needed to
recognize and manage risks arising from the use of various
technologies. Effective training and awareness are key
elements in building comprehensive cyber resilience in the
maritime industry.

Simulation technologies have become an important tool
for maritime cybersecurity training, providing a safe and
controlled environment for developing technical skills,
analytical thinking, and coordinated responses to cyber
incidents. Comparative analysis shows that platforms
combining physical ship systems with virtual cyberattack
scenarios are highly effective, as they offer both realism
and opportunities to practice responses in conditions close
to real operations. Platforms such as Cyber-SHIP Lab and
Naval Cyber Range demonstrate strong technical reliability
and support experimental research, while solutions like
CDeX and SeaSAFER offer flexibility, lower cost, and
accessibility. Industrial simulators such as K-Sim integrate
traditional ~maritime training with  cybersecurity
components, enabling large-scale training aligned with
international standards. Overall, a hybrid approach that
integrates physical and virtual simulation appears to be the
most effective for preparing maritime personnel to address
modern cyber threats.

The proposed integrated simulation  model
demonstrates that combining physical ship infrastructure
with a virtual cyber environment can significantly enhance
training effectiveness. By linking real ship systems with
cyber range scenarios, simulated attacks, and VR/AR
technologies, the model supports the development of both
technical and operational competencies. It facilitates
individual skill acquisition, critical thinking, decision-
making, and teamwork under realistic conditions. A key
contribution of the model is cross-validation between
physical and virtual environments, where knowledge
gained in one setting is tested and reinforced in the other.
This approach improves assessment accuracy, identifies
competency gaps, and strengthens long-term knowledge
retention. The integrated evaluation framework combines
automated performance metrics with instructor-led
assessment, ensuring a comprehensive evaluation of
trainee performance.

The results of the comparative analysis and the
proposed framework confirm that hybrid simulation-based
training systems offer high realism, flexibility, and
analytical capability. They support effective progress
tracking, targeted feedback, and continuous competency
development. Therefore, an integrated hybrid simulation
approach represents a scalable and resilient solution for
preparing maritime personnel to respond effectively to
evolving cyber threats in complex operational
environments.
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